
State of Data Privacy
Three schools of Privacy and the rise of PETs in the age of AI



Forward – Data privacy in 2023

As data continues to shape the landscape of marketing, understanding 

privacy implications is a vital concern for industry leaders. 


MMA Global, in collaboration with AppsFlyer, embarked on an thorough 

benchmark study to explore the complex landscape of data privacy. Engaging 

150 senior marketers across various sectors, the study provides a view of the 

current state and future trajectory of data privacy and introduces a new 

comprehensive framework to approach privacy as a source of competitive 

advantage.


One of the key themes from this year’s examination is that while foundational 

compliance has been built, there is a growing need to further enhance privacy 

maturity. The study reveals a gap in providing true choice and control to 

consumers, and a need for more investment in training and awareness. 


Within this context three distinct orientations to data privacy emerge, 

depending on who owns Privacy strategy within the organization and the 

underlying data assets available to the company : 

 A classic Privacy orientation (owned by the Chief Privacy, Security or Legal 

officer) is typical for companies with significant volume of data, 

necessitating an approach centered around security and risk mitigation.

 A Technology orientation (owned by the CDO or CIO) is more likely linked 

to organizations where there is a stronger focus on value extraction from 

data, as well as prioritization of data quality. In line with that, a 

technology-driven approach to privacy prioritizes a value exchange with 

consumers aiming to a better access to personal data.

 Finally, a Marketing orientation is more likely linked to companies that have 

lower access to data, yet, do more experimentation with a variety of data 

signals. Importantly, when CMOs lead privacy efforts, they tend to prioritize 

brand reputation and marketing outcomes from their privacy initiatives. 

Call to Action for Senior Leaders


Our research highlights the need for greater urgency and a proactive, 

integrated approach to privacy. To lead in the age of generative AI, 

organizations must

 Elevate privacy as a business priority beyond mere complianc

 Leverage the privacy framework roadmap to raise maturit

 Develop privacy capabilities spanning leadership, operations, technology 

and cultur

 Get ahead of emerging risks by taking a strategic, forward-looking 

approac

 Implement strategies to derive value from privacy itself


Privacy must become a core business capability woven into strategy, 

governance, processes and technologies. The time for action is now to 

proactively transform privacy management and culture.

1.VISION & ORIENTATION

2. PRIVACY IN ACTION

3. PRIVACY TECHNOLOGY



The three Schools of Privacy
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A new Comprehensive Framework to guide privacy implementation

1.VISION & ORIENTATION

1.VISION & ORIENTATION

2. PRIVACY IN ACTION
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Study Background

 First ever benchmark study on the state of data privac

 Fieldwork took place in July 202

 N=150 senior marketers, with representation of different roles in the 

marketing Or
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KEY INSIGHTS
PRIVACY VISION & ORIENTATION



Data related risks increase in importance in the context of GenAI
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Yet, many companies still lack urgency when it comes to privacy
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Privacy is primarily seen as a necessary evil that needs to be 
managed, and secondary as a source of competitive advantage
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There are 3 different Orientations to data privacy,

depending on who owns it in the organization
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CMOs are more likely to prioritize the brand reputation

and marketing outcomes of data privacy
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A Tech or CDO ownership, typically prioritizes a value exchange

that results in better access to personal data
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Finally, a legal orientation to data privacy,

focuses more on risk mitigation
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Study Background

 CMOs are more likely to prioritize the brand reputation and marketing 

outcomes of data privac

 A Tech or CDO ownership, typically prioritizes a value exchange that 

results in better access to personal dat

 Finally, a legal orientation to data privacy, focuses more on risk mitigation

 As the focus on data continues to increase and data related risks 

increase in importance in the context of GenAI, privacy is still not 

an urgent topic for many marketer

 In this context, data Privacy is primarily seen as a necessary evil 

that needs to be managed, and secondary as a source of 

competitive advantag

 There are 3 different orientations to data privacy, depending on 

the underlying data assets and who owns it in the organization:



KEY INSIGHTS
PRIVACY IN ACTION
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Marketers continue to focus on increasing the value and volume

of their data, but are still hindered by issues of quality and speed

56.00%

51.33%

The 5 V of data

43.33%

44.67%

36.67%

VALUE - the usefulness, 
relevance, and potential 

insights that can be 
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A company’s privacy orientation is linked to its underlying data assets
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Marketers feel that they have built foundational compliance,

so they now focus on enhancing their privacy maturity

Mitigating privacy risks

throughout the data lifecycle:

Integrating privacy in the 
organization's operations, 
systems, and culture:
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Yet, although most Organizations prioritize proactive privacy practices, 
they still have more room to provide true choice and control to consumers
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Despite regular privacy assessments, companies are less likely

to invest in training and awareness and forge a privacy culture

65

47

Highest among companies with 
Tech or Legal privacy orientation

Regular privacy assessments: Conduct regular 
privacy impact assessments to mitigate privacy risks

Privacy training and awareness: Provide privacy training and raise 
awareness about privacy best practices within the organization
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Privacy enhancing technologies are increasingly becoming

a bigger area of focus, although more urgency is needed

It’s a top priority for the organization

It’s one of the important priorities for the organization Security Officer

It’s one of the things we are working on

We are not planning to focus on PETs to get a great extent

It’s not a priority

0% 20% 40% 60% 80% 100%

11%

29%

59%

1%



90%

70%

80%

60%

50%

40%

100%

There is similar focus across key PETs, with consent

management and data sharing PETs leading
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Anonynization and pseudonymization: 
removing or replacing personally identifiable 
information (PIII) from data, making it difficult 
to link the information to specific individuals

Encryption: encoding information in such

a way that it becomes unreadable


to unauthorized parties during storage, 
transmission, and processing

Privacy-preserving data sharing:

enable data sharing while protecting


the privacy of individuals to allow analysis

and collaborations without directly exposing 

sensitive information

Consent management tools: tools that

provide transparency and control, allowing 

users to easily understand and manage their 
data sharing choices
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Forward – Data privacy in 2023

 Marketers continue to focus on increasing the value and volume of their 

data, but are still hindered by issues of quality and speed.

 Within that context, a company’s privacy orientation is linked to its 

underlying data assets, limitations and goals:

 A classic Privacy ownership is typical for companies with 

significant volume of data and corresponding valu

 A Technology ownership is more linked to organizations where 

there is a good level of value extraction from data, as well as a 

strong focus on quality.

 Finally, a Marketing ownership is more likely linked to companies 

that have lower access to data, yet, do more experimentation 

with a variety of data signals.

 Overall, marketers recognize that compliance is not enough and focus on 

enhancing other parts of privacy maturity, by mitigating privacy risks 

throughout the data lifecycle and Integrating privacy in the organization's 

operations, systems, and culture

 Within that context, Privacy enhancing technologies (PETS) are becoming a 

bigger area of focus with a similar prioritization of key technologies. 

 In the end, although most Organizations prioritize proactive privacy 

practices, they still have more room to provide true choice and control to 

consumers and still lack in training and awareness that forges a privacy 

culture



FIRMOGRAPHICS



Marketing and product marketing roles are represented in the sample
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Analytics - Campaign and Marketing Performance

Social Media/Content Marketing

Brand Management

Brand Safety

Analytics - Research and Consumer (Qual/Quant)

Advertising/Media

0% 20% 40% 60% 80% 100%

53%

28%

7%

3%

5%

1%

1%

1%



Most marketers are Director level+ at their companies

CEO/President/Principal

CMO
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Most marketers are Director level+ at their companies

Very familiar and involved

Somewhat involved, some familiarity

Very minimal involvement, low familiarity

Not familiar and no involvement
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A variety of sectors is represented in the study
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Most companies had both B2B and B2C activities
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